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DETAILED ACTION 



1 . A response was received on 1 9 October 2007. By this response, no claims have 
been amended, added, or canceled. Claims 1-25, 34-41, and 43 were previously 
withdrawn from further consideration as being directed to nonelected inventions. 
Claims 26-33 and 42 are currently under consideration in the present application. 

Response to Arguments 

2. Applicant's arguments with respect to claims 26-33 and 42 have been considered 
but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 26-33 and 42 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kocher et al, US Patent Application Publication 2002/0124178, in view of Vanstone 
et al, US Patent 6337909. 
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In reference to Claim 26, Kocher discloses a method of protecting secret data, 
where the method includes falsifying input data by combination with auxiliary data 
before execution of one or more operations (paragraphs 0068, 0070, and 0072, where 
blinding occurs before permutation operations), and combining the output data with an 
auxiliary function value in order to compensate for the falsification of the input data 
(paragraphs paragraphs 0070, 0072, and 0073, where unblinding occurs to compensate 
for the blinding), where the auxiliary value was determined by executing the operations 
using the auxiliary data as input data (paragraph 0072, where the output buffer is 
initialized with the blinding bit and the data in the output buffer is the result of using the 
input permutation table, i.e. the operations). However, while Kocher discloses 
previously determining the auxiliary data and/or values (see paragraph 0072), Kocher 
does not explicitly disclose determining the auxiliary value previously and in safe 
surroundings. 

Vanstone discloses a method in which secret values are precomputed in safe 
surroundings and where the secret values are maintained securely (see, for example, 
column 3, lines 16-21; column 4, lines 1-5 and 42-44; see also column 2, lines 20-22) in 
order to allow faster computations (see column 3, lines 22-27, for example). Therefore, 
it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify the method of Kocher to include precomputation and safe storage 
of secret values in order to allow faster computations and maintenance of security (see 
Vanstone, column 3, lines 16-27; see also column 2, lines 20-22). 
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In reference to Claim 27, Kocher and Vanstone further disclose that the 
combination with the auxiliary function value is performed before execution of a non- 
linear operation (see Kocher, paragraph 0074, where inputs can be maintained in a 
blinded state and only reconstituted when nonlinear operations must be performed). 

In reference to Claim 28, Kocher and Vanstone further disclose that the auxiliary 
data are varied (Kocher, paragraphs 0072-0075; Vanstone, column 3, lines 8-27). 

In reference to Claims 29-32, Kocher and Vanstone further disclose that new 
auxiliary values can be generated by combining existing values, that auxiliary data are 
selected randomly, pairs of auxiliary data and auxiliary function values are generated, 
and the auxiliary data are random numbers (see Kocher, paragraphs 0072 and 0075; 
Vanstone, column 3, lines 16-21; column 4, lines 1-5). 

In reference to Claim 33, Kocher and Vanstone further disclose combining the 
output data and auxiliary function value using an XOR operation (see Kocher, 
paragraph 0073). 

In reference to Claim 42, Kocher and Vanstone further disclose that operations 
include permutations of data (see Kocher, paragraphs 0068 and 0070-0074). 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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a. Anvret et al, US Patent 530741 1 , discloses a method that includes 
providing a key from a precomputed and prestored value in a smart card. 

b. Anvret et al, European Patent Application Publication EP 0538216, is a 
European publication in the same family as US Patent 530741 1 . 

c. Young et al, US Patent 61 22742, discloses an encryption device with 
predetermined random keys and precomputed values for reduction of processing 
overhead. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571) 272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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